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Abst ract

The Fast Handovers for Mobile I Pv6 (FM Pv6) protocol was devel oped
fromthe experience of MPv6 and the facilities provided by link

| ayer triggers, allowing for a proactive approach to handover that

m ni m ses packet exchange del ay and packet |oss. On conpletion of
handover, the nobil e node engages M Pv6 procedures in to update the
Honme Agent with the nobile node’s new | ocation. Subsequently, the
mobi | e node may carry out Return Routability with the correspondent
node(s) for route optim zation. However, this nmethod | eaves scope to
optinm ze handover del ays derived fromthe signalling nessage
exchange.

Thi s docunment proposes an enhancenment to FM Pv6, the Proactive Route
Optimzation for FM Pv6 (PRO-FM Pv6) protocol, which ains to further
reduce the signalling |l oad thereby inproving the overall perfornmance
of the handover process.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on 24th Septenber 2010.
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1. Introduction

The process of leaving a network link to join another is referred to
as handover. Fast Handovers for Mdbile | Pv6 (FM Pv6) [ RFC5568]
enabl es a proactive approach to handover: before handover, the nobile
node (M\N) forms a new care-of address and solicits the present/

previ ous access router to start forwardi ng packets to that address at
the next/new access router’s link. As a consequence, the

communi cation disruption is limted to the link |ayer procedures,
i.e., synchronizing to the new access point (AP). Subsequently, the
FM Pv6- enabl ed MN updates the binding cache of its honme agent (HA)
with its new care-of address (NCoA) and, optionally, the
correspondent node (CN)’'s binding cache for optimal routing via the
Return Routability procedure [ RFC3775].

The standard procedures based on FM Pv6 handover and route
optinisation | eave scope to reduce the handover delays and the
signalling latency [ RFC4651]. This docunment introduces Proactive
Route Optinization for FM Pv6, nanely, PRO FM Pv6, which reduces this
| atency by carrying out the signalling towards route optim zation
proactively.

More specifically, this specification suggests using

cryptographi cally generated addresses to bind the hone address (HoA)
and the previous care-of address (PCoA) to the NCoA. The signalling
exchange between MN and CN, carried out proactively, allows the CNto
check the validity of the new care-of address through a cryptographic
route test.

PRO- FM Pv6 is independent of the link-layer technology. The docunent
updates the fornmat of the "(Proactive) Hone Address Test Initiation
(PHoTl)" message, "(Proactive) Care-of Test Initiation (PCoTl)"
message and "Fast BU (FBU)" nessage. It also defines a new type of
Mobi l ity Header-based option; the "Binding Update Info (BU nfo)".

The handovers defined in this specification can interwork with M Pv6/
FM Pv6 enabl ed networks as they are backwards conpati bl e.

1.1. Language Requirements

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
The use of the term "silently ignore"” is not defined in RFC 2119.
However, the termis used in this docunent and can be simlarly
const rued.

The followi ng term nol ogy and abbreviations are used in this docunent
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in addition to those defined in [RFC3775, RFC5568].

Proxy Binding Update (PrBU): It is a BU sent on behalf of the M
by any other network entity.

Token Table: It is kept by the CN. It contains the MN' s HoA, PCoA
and tentative NCoA, the two tokens used for route optim zation
security check and the NAR s prefix.

2. Protocol Overview

The proposed protocol ains to integrate a novel signalling schene for
route optimnization within the FM Pv6-provided facilities.

As in FM Pv6, through the "Router Solicitation for Proxy
Advertisenment (RtSol Pr)" and "Proxy Router Advertisenent (PrRtAdv)"
messages, the MN also fornul ates a prospective new CoA (NCoA) when it
is still present on the PAR s link. This address can be used

i medi ately in the new subnet |ink when the MN has received a "Fast

Bi ndi ng Acknow edgnent (FBack)" (see Section 6.2.3 in [ RFC5568])
message prior to its novenent. |In the event it noves without

recei ving an FBack, the MN can still use the NCoA after announcing
its attachnment through an "Unsolicited Neighbor Advertisenment (UNA)"
message (with the 'O bit set to zero) [RFC4861]; the NAR may respond
to this UNA nmessage if it wishes to provide a different I P address to
use. In this way, NCoA configuration |latency is reduced.

The information provided in the PrRt Adv nmessage can be used even when
DHCP [ RFC3315] is used to configure an NCoA on the NAR' s link. In
this case, the protocol supports forwarding using PCoA, and the M\
performs DHCP once it attaches to the NAR' s link. The M stil

fornul ates an NCoA for FBU processing; however, it MJST NOT send data
packets using the NCoA in the FBU.

Li ke FM Pv6, the MN generates the NCoA fromthe NAR s prefix,
included in the PrRt Adv nessage. However, additionally, the M
generates two random numbers (tokens). The NCoA is formas shown in
equation (1).

NCoA = NAR prefix | hash (HoA | tokenl | token2) (1)

Each of the tokens (tokenl and token2) is included in a Mbility
Header - based nessage (PHoTlI and PCoTl) that traverse different paths
to the CN. The PHotl message is sent to the CN via the HA just |ike
the HoTl nessage in standard M Pv6, and the PCoTl nessage is sent via
the NAR  The CN receives both packets (PHoTlI and PCoTl) fromthe
hone and care-of addresses respectively. This requires both the HA
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and the NAR to proxy those packets, i.e., the HA has to set the |Pv6
source address field in the PHoTlI packet to the hone address, and the
NAR has to set the PCoTl source address to the new care-of address.
Moreover, the PAR and the HA update their MN's NCoA entries with the
NCoA included in the PHoTlI nessage.

On receipt of the two tokens, the CNis able to check whether the
hone and care-of addresses fit with that in equation (1). |If the
NCoA is valid, the CN updates its binding cache and replies with a
BA. However, if the check is not valid, the packets are silently
di scar ded.

I medi ately after sending FBU | PHoTl and PCoTl, the MN starts |ayer
2 handover. After joining the new link, the MN announces its
attachnment with a UNA nessage that instructs NAR to forward packets
to the M\

The MN MJST receive a FBack nmessage fromthe PAR indicating the
tunnel is correctly set. The MN MJST receive at |east one FBack
since this message is bicasted fromthe PAR to both the PCoA and
NCoA.

Li kewi se, the MN MJUST receive a BA fromthe HA acknow edging the WN's
NCoA. Also, if the CNs validity check is nmet, the CN MUST send a BA
to the NCoA.
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WN PAR NAR HA CN
I I I I I
[------ Rt Sol Pr--->| | | |
| <----- PrRt Adv- - - - | [ [ [

I I
| FBU| PHoTI | BUI nfo>| -------- PHoTI | BU nfo-------- >| - PHoTI | BUI nf 0- >|
[--------m--- PCoTl --- -------- D PCoTl -------------- >|
| | ----- H------ > | |
| | <-----Hack----| | |
| | SRR BA----- | |
| <--FBack---| --FBack---> | send |
| | | <========== packet S |
di sconnect forward | | |
| pac ket s :::::::::>| | |
| | | <o BA - - - oo |
I I I I I
connect | | | send
| | | < packet s
|-------- UNA - - - oo -emooe oo > | |
| < del i ver packets | |
|

PRO FM Pv6 signalling

3. Message Formats
3.1. Mdifications to MPv6 and FM Pv6 Mbility Header-based nessages
3.1.1. Mdified FBU Mbility Message Format

The ' O flag has been added as foll ows.
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0 1 2 3
01234567890123456789012345678901
B i S S S i i T S N S
[ Sequence # [
i i i i i S S e it St EE N S S S e o
Al H L| Kl g Reserved [ Lifetinme [
B i i I S i i S i it I S

I
Mobility options
R R e R e s s e o S S e R e o o
Modi fied FBU Mobility Message.

I P Fields:

Sour ce Address: The PCoA

Destinati on Address: The | P address of the Previous Access
Rout er .

"A flag: See [ RFC5568].

"H flag: MJST be set to one. See [RFC3775], [ RFC5568].

"L’ flag: See [RFC3775].

"K' flag: See [RFC3775].

'O flag: The Proactive Route Optimzation ('O) is set by the MN
}—IZ request the PAR to forward the encl osed nobility options to the

Reserved: This field is unused. MUST be set to zero.

For descriptions of other fields present in this option header,
refer to Section 6.2.2 of [RFC5568].

The FBU nessage is sent by the MN using its PCoAto the PARs IP
addr ess
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3.1.2. Proactive HoTl Message

In [ RFC3775] the HoTl nmessage is designed to initiate the return
routability procedure and request a hone keygen token froma
correspondent node. The Proactive Hone Test Init nessage is
forwarded by the HA to the CN using the MH Type val ue 1.

The HoTl message has been nodiffied including the 'O flag to

i ndifcate proactive optimzation. Wen this value is indicated in
the MH Type field, the format of the Message Data field in the
Mobility Header is as follows:

0 1 2 3

01234567890123456789012345678901
B e s i s s i i S S N
|9 Reser ved |

B T I T i s T Tk s A S S S S B

+-
+ Honme I nit Cookie
B I S i e S i S S i S S I i i S o

I
+
I
+
I
HoTl ([ RFC3775]) -rel ated

Mobility Options

B i S S T s i S T st i S S S S S S S S i
Proactive HoTI.

3.1.3. Proactive CoTl Message
In [RFC3775] the CoTl nmessage is used to initiate the return
routability procedure and request a care-of keygen token froma
correspondent node. The Proactive Care-of Test Init nessage is
forwarded by the NAR to the CN using the MH Type val ue 1.
The CoTl message has been nodified including the 'O flag to indicate
proactive optim zation. Wen this value is indicated in the MH Type

field, the format of the Message Data field in the Mbility Header is
as foll ows:
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0 1 2 3
01234567890123456789012345678901
B T S S e S AT o N S

|9 Reserved [
B e i i S e S i e S T S R S e o o T S s

+-
+ Care-of Init Cookie
B I S i e S i S S i S S I i i S o

I
+
I
+
I
CoTl ([ RFC3775]) -rel at ed
Mobility Options
B i S S T s i S T st i S S S S S S S S i
Proactive CoTl.
3.2. New Mobility Options
3.2.1. BUInfo Option
0 1 2 3

01234567890123456789012345678901
T I T S i T i S S S i T i S S S S S S S

| Type | Length | Sequence # |
B i S S T s i S T st i S S S S S S S S i
| AlH L] KIM R P| Reserved [ Lifetine [

B i i S S i I e i S S R L e e e e
BU I nf o.
The BU Info option header is equivalent to the BU nessage [ RFC3775].
The flags renmain the same as in [RFC3775], including those defined in
[ RFC3963], [RFC4140] and [ RFC5213] ('R, 'M and 'P respectively).
Type: 28
For descriptions of other fields present in this option header, refer
to Section 6.1.7 of [RFC3775].
4. Protocol Details

4.1. Corrrespondent Node Operation
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4.1.1. Data Structures
In addition to a Bining Cache, the CN MJST nai ntain a Token Tabl e,
where the CN keeps track of the tokens received and nobility related
information fromthe MN\. Each MN already contacting the CN towards
route optinization has one entry. Each entry has five fields:
HoA: obtai ned at session set up

NCoA: retrieved from PHoTl (IP in IP encapsul ation) and PCoTl
nessages

Tokenl: token included in PHoTlI nessage
Token2: token included in PCoTl nessage
NAR s prefix: retrieved from PCoTl nessage

Thi s Token Tabl e MAY be inplenmented in any manner consistent with
t he behavi our described in this docunent.

4.1.2. Route Optim zation Signalling
4.1.2.1. Receiving PHoTlI and PCoTl

The CN, on receipt of either the PHoTlI or the PCoTl message, MJST
create an (inconplete) entry in the Token Table. This entry will be
kept until the second nessage is received or MAX TOKEN LI FETI ME
seconds are el apsed. The MAX TOKEN LI FETI ME tineout period is

devi sed to prevent menory exhaustion due to the size of the CN's
Token Tabl e.

If both nessages are correctly received within a MAX_TOKEN LI FETI ME
seconds tinme frame, then the CNwill MJIST validate the follow ng
tests:

NCoA MUST be a unicast routabl e address.
PHoTlI and PCoTl MJST have sane nonce index.

Fields in the Token Table MN's entry (NAR s prefix, tokens 1 and
2, Home Address) MJST neet equation (1).

If the tests are nmet, then the CN processes the BU nfo option
(included in the PHoTlI nessage) as described in RFC 3775, Section
9.5.1. Next, the CN sends a BAto the MN's NCoA according to RFC
3775, Section 9.5.4.

Espi & Atkinson Expi res Septenber 24, 2010 [ Page 10]



Internet-Draft PRO- FM Pv6 March 2010

If the tests are not net, the MN's entry is renmoved fromthe Token
Tabl e.

4.1.2.2. Sending Binding Acks

Refer to RFC 3775, Section 9.5. 4.
4.1.2.3. Sending Binding Refresh Requests

Thi s docunent does not address refreshing bindi ngs.
4.2. Hone Agent Qperation

The Hone Agent operation is largely based on [ RFC3775]. On receipt
of a PHoTlI nmessage, the Home Agent checks the validity of the
enclosed BU Info option. If the validity check is successful, the
Hone Agent MJUST send a BA to the MN's NCoA. Next, the Hone Agent
forwards the PHoTl nessage to the CN s address.

However, if the validity check fails, the Hone Agent silently ignores
the PHoTlI nessage.

The Binding Cache entry is to | ast MAX RR BINDI NG LI FETI ME seconds.
In the eventuality of expiration of the Binding Cache entry, the Hone
Agent operates as in [ RFC3775].

4.3. New Access Router Operation
The NAR MUST behave as stated in [ RFC5568].

Prior to handoff, the MN sends the PHoTlI and the PCoTl nessages, that
traverse different paths towards the CN. The PCoTl nessage is routed
al ong the PCoA- NCoA-CN path. The NAR, on recepit of the PCoTI
message, MJST forward it to the CN, including the PCoA as a hone
address option (defined in [ RFC3775]).

4.4. Previous Access Router Operation
The PAR MUST behave as stated in [RFC5568]. Additionally, of receipt
of the PoTl nessage, it MJST forward it to the HA including the PCoA
as a honme address option ([RFC3775]).

4.5. Mbile Node Operation
The protocol begins when the MN sends the RtSolPr to its PARto
resol ve one or nore Access Points ldentifiers to subnet-specific

information. |In response, the PAR sends the PrRt Adv containing one
or nore [AP-1D, AR-Info] tuples [RFC5568].
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Fromthe information received in the PrRt Adv nessage, the M\
generates a prospective NCoA using equation (1). |In order to do so
the MN generates two randomtokens that it concatenates to the HoA
and applies a SHAL hash function to the result.

The MN will then send two nessages, the FBU and t he PCoTl.

The FBU nessage conprises a PHoTl nmessage and a BU nfo option
enclosed in a MPv6 FBU nessage. The M\ sends this nmessage to the
PAR. In the BU nfo option, bit A MJIST be set.

The PCoTl nmessage is sent to the NAR, that will forward it to the CN
(1 Pv6 encapsul ation).

Next, the MN performs handover to the NAR  After the attachnent, the
WMN shoul d recei ve two acknow edgenents, specifically, fromthe PAR
and the HA. The MN may receive a third acknow edgenent fromthe CN
in the special case wherethe CN is PRO FM Pv6 enabl ed

5. Configurabl e Paraneters

Mobi l e nodes rely on the configuration paraneters defined in section
12 of [RFC3775] and section 9 of [RFC5568]. Each nobile node MUST
have a configuration mechanismto adjust the paraneters

In addition, the value of MAX TOKEN LI FETIME ([ RFC3775]) is reduced
to 3 seconds. The rationale behind this is that the MN sends both
the PHoTlI and PCoTl nessages simultaneously and therefore the CN
expects to receive themat approximately the sane tine.

6. Security Considerations

Firstly, a malicious MN may try to redirect traffic fromhis HoA or
PCoA to a NCoA. E. g., if a MNis connected with a server through a
hi gh- speed connection, the MN could redirect the streamtowards a

| ow-speed NAR (in terms of processing or |ink capacity).

PRO-FM Pv6 precludes WMN fromcarrying out this kind of attacks: The
NAR can voluntarily discard the PCoTl nessage if the QoS required for
the MNis too high, if the proposed NCoA is not acceptable, if the
source PCoA or HoA is froma domain not accepted, if the NAR does not
have any established trust relationship with the PAR if the demanded
buffer size is too high or if the access control paraneters do not
meet the security requirenents. The NAR retrieves information on al
the previously nentioned i ssues fromthe H nessage.
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Even if this kind of Denial of Service (DoS) attack could be
effectively carried out, the mal evol ent MN woul d not be capabl e of
speci fying any concrete | Pv6 address. The rationally behind that is
that it would be virtually inpossible for a MNto find two random
nunbers such that the result of equation (1) is equivalent to the
target | Pv6 address.

Secondly, a malicious 3rd party may try to steal a node’s (either
mobil e or fixed) |Pv6 address by creating a binding cache entry at
the CN. PRO-FM Pv6 prevents attackers fromdoing this. |In case a HA
receives a PHoTl nessage for whose HoA has no adnministrative
agreement, it silently ignores it.

Thirdly, one or nore attackers may want to consune all the menory
available in the CN s tokens table by sending a nunmber of PHoTl or
PCoTl nessages. |In any case, every tinme a CN receives a BUt1l or

BU t2 the CN overrides the correspondent HoA or NCoA respectively, so
therefore there is only one entry at the tokens table for each M\,

i ndependently of how frequently perfornms the signalling towards route
optimization. Moreover, registers in the token table are only kept
for MAX TOKEN LI FETI ME seconds.

Finally, the protocol inherits the vulnerabilities identified in
[ RFC5568] for the Rt Sol Pr, PrRtAdv and FBU nessages.
7. | ANA Consi derations

TBD
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